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Tutorial overview:

This tutorial will present an introduction to mobile network security, with specific focus on LTE mobile
networks. It will also provide an overview of a series of security threats against several of the network
layers present in an LTE mobile network including security threats in virtualization.

Starting from the PHYsical and Link layers, the tutorial will provide and overview of the basics of the LTE
Radio Access Network (RAN) and Enhanced Packet Core (EPC). Focusing on the RAN, we will cover the
threat of advanced protocol-aware radio jamming against Orthogonal Frequency Division Multiple
Access (OFDMA), the modulation and multiple-access methods used in LTE. The impact of these threats
will be compared to that of known standard radio jamming attacks.

After an overview of the LTE Non-Access Stratum (NAS) protocol, we will discuss the feasibility of rogue
base stations in LTE mobile networks as well as other protocol exploits that can potentially lock the
device and the SIM card, rapidly exhaust the device battery and allow a passive attacker to follow a
victim as it hands off from base station to base station.

Moving onto the EPC, the NAS protocols over the core network will be covered. Based on this, we will
introduce the concept of control plane signaling overloads and spikes. We will discuss the potential
impact of these threats and a series of known instances of signaling spikes that affected mobile
operators all over the world. In this context, we will introduce the control plane scalability issues caused
by the rapid spread of the Internet of Things (IoT) over mobile networks.

Finally, we will move onto the paradigm of virtualized mobile networks running on the cloud. While
network function virtualization opens up the door for flexible service creation and rapid deployment, it
also adds additional security challenges attributed by virtualization and software defined network
aspects of the network. Network Function Virtualization introduces additional deployment specific
security challenges such as authentication and authorization of VM migration, VM instantiation,
hypervisor security, orchestration security, SDN controller security etc.

With the rapid deployment of 4G LTE networks, operators have started the trial deployment of network
function virtualization, especially with the components for Evolved Packet Core (EPC), and IP Multimedia
Services (IMS). However, very little attention has been given to the security aspects of virtualization by
these vendors. While security expert group within ETSI NFV has started looking into many security issues
imposed by Network Function Virtualization, additional work is needed with larger security community
involvement. This tutorial will provide a comprehensive overview of security virtualization.



Tutorial outline:

l. LTE RAN and Physical layer overview
1. LTE RAN security
a. Radio jamming
b. Protocol-aware radio jamming, smart jamming and very-low-power jamming
Il LTE EPC and NAS protocols overview
a. Rogue base stations, LTE protocol exploits and location leaks
V. LTE EPC security and scalability
a. Control plane signaling overloads and spikes
b. Botnets of mobile devices
c. loT scalability and impact on control plane layer
V. Virtualized mobile networks and Network Function Virtualization (NFV) overview
VI. NFV and cloud-based mobile network security

a. Security for SDN and NFV

b. Challenges and Opportunities for Security Virtualization

c. Security Standards Overview (e.g., ETSI/NFV, OPNFV)

d. Virtualized Network Vulnerabilities and Threats

e. Secure Virtual Networks

f. Threat Taxonomy of SDN and NFV

g. Security Function Virtualization and Security as a Service
h. Lessons Learnt from Security Virtualization Experiments

I.

NFV security standardization efforts
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