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Tutorial Overview

The overarching goal of this tutorial is to present the emerging Denial-of-Service (DoS) vulnerabilities,
attacks taxonomy, challenges, and solutions in the Smart Grid.

Unprecedented initiatives have recently been instituted around the world to ameliorate the electric grid
with the Smart Grid (SG). The conception of the Smart Grid (SG) paradigm is to offer many benefits to
the transmission, distribution, and consumption of energy. With the new paradigm, a Pandora’s box of
cybersecurity related issues comes to the forefront to develop techniques for.

According to NIST Guidelines for Cybersecurity, availability, the main target of DoS attacks, is the
most important security objective for power system reliability. DoS attacks disrupting the Internet traffic
have already cost billions of dollars world-wide. With the increasing connectedness of power grid systems,
a DoS attack to the grid infrastructure causing a major power failure becomes quite possible and could be
undoubtedly more harmful and costly. This is because in modern society electricity is a utility we depend
mightily not only for communication but also for many other life-critical purposes.

It is in this framework that we are proposing to present a structured, methodical, holistic, and compre-
hensive view of the availability dimension of the Smart Grid cybersecurity issues, threat models, existing
solutions, and remaining challenges and research problems.

The detailed tentative outline of the sections is given below:

1. Power Grid Fundamentals and the Smart Grid Paradigm

(a) Power Grid history, structure, topologies and operating states

(b) Power Grid communications infrastructure

(c) Deficiencies

(d) Advanced Metering Infrastructure (AMI), Demand Response and Microgrids

(e) Automated Control Systems, Network Management and Microgrids

2. Classification of DoS attacks on the Smart Grid

3. Solutions

(a) Filtering / Firewalls

(b) Rate Limiting (client-puzzles, CAPTCHAs)

(c) Intrusion Detection (signature-based, anomaly-based, specification-based)

(d) Attack Reaction (source identification, resource management)

(e) Cryptographic Authentication (user authentication, scalable cryptographic infrastructure)

(f) Protocol Solutions (secure routing, broadcasting/multicasting, aggregation, etc. protocols)

(g) Architecture Solutions (resiliency of network topology and architecture, reconfiguration, honey-
pots / honeynets)

(h) Host-based (Device) Solutions (trusted computing, secure bootstrapping, secure patching, attes-
tation, diversity)

(i) Wireless Solutions (signal-based/packet-based detection, jamming-resilient schemes)

(j) System-theoretic Solutions (Cyber-Physical Security of Smart Grids)
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(k) Recommendations for a holistic solution

4. Challenges, Open Issues, and Questions

(a) DoS-resistant backward-compatible networking protocol?

(b) Impact analysis and risk assessment

(c) Testbeds, simulation, emulation

(d) Attack-resilient architectures

(e) Physical consequences of compromises

Learning objectives:
From the Blooms Taxonomy of Objectives for the Cognitive Domain, the learning objectives of the tutorial
can be attributed to Knowledge and Comprehension levels to facilitate Application, Analysis and Synthesis
levels as a result. More concretely, by the time the presentation of the tutorial is finished, the audience
should be able to

• State current power grid structure as well as the new Smart Grid paradigm,

• Describe the need for research efforts for the the availability dimension of the Smart Grid, especially
the DoS attacks,

• Explain the major DoS attack types on Smart Grid,

• Explain some major defense mechanisms against DoS attacks on the Smart Grid,

• Identify the general areas of open research issues and areas in Smart Grid DoS attacks.
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